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Abstract: Original Research  
The internet has become an integral part of society. In contrast, despite this increased 

significance, it is being employed as a tool for interfering in the domestic affairs of countries, 

compromising national security, and impairing economic structure. Therefore, in the current 

business and political landscape, cybersecurity is a major concern in all areas for firms as well 

as nations. As enterprises and countries are adapting to the technological revolution, 

protecting technological resources turns out to be quite critical. This domain is a main growth 

sector as the nature and magnitude of threats are evolving and increasing. The increased 

magnitude and intricacy of cyber assaults are impacting the performance of organisations 

globally. Therefore, the teams coordinate in order to overcome intricate cyberattacks. In this 

research paper, the systematic review-based methodology is employed in order to find the role 

of craft trade and cyber threat intelligence in the field of cybersecurity. The significance of 

craft trade in the context of cybersecurity is investigated. Moreover, the merits and demerits of 

cybersecurity craft trade are documented. The utilisation of CTI by the intelligence 

community to anticipate and prevent threats is explored. The ways to enhance the 

effectiveness of threat intelligence in order to anticipate, detect and give effective responses to 

cyber incidents are delved into. 

Keywords: Cybersecurity, Cyber Threat, Network Security, Cyber Threat Intelligence, Threat 

Intelligence, Cyber Attack. 
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1. INTRODUCTION 

In the current business and political 

landscape, cybersecurity is a major concern in all 

areas for firms as well as nations. As enterprises 

and countries are adapting technological 

revolution, protecting technological resources turn 

out to be growingly critical (Rawindaran, 2025). 

Nations and organisations employ cybersecurity to 

protect their data centres and technological 

infrastructure. An effective cybersecurity strategy 

safeguards a company's and a country's 

infrastructure and important information from 

cyber threats which can impact the digital 

infrastructure gravely (Štitilis, 2016). Firms and 

countries utilise it to avoid different sorts of 

threats, including information breaches, phishing, 

and ransomware, etc. This domain is a main 

growth sector as the nature and magnitude of 

threats are evolving and increasing (Ciuriak, 

2024). Every country is enhancing its defence 

capabilities, including cyber capabilities (Goel, 

2020). 

 

1.1. Background 

There is growth in innovation with the 

growth of the internet. The internet has become an 

integral part of society. In contrast, despite this 

increased significance, it is being employed as a 
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tool for interfering in the domestic affairs of 

countries, compromising national security, and 

impairing economic structure. To overcome these 

cyber risks and employ during disputes, nations 

have started to develop their digital capabilities 

(Mishra, 2019). It incorporates misinformation-

based campaigning, sabotaging threats, assessing 

cyber strategies and collecting intelligence. The 

nations will keep enhancing their digital 

capabilities as restraint against adversaries. The 

countries need to be vigilant regarding the 

significance of the internet and comprehend threats 

to society (Goel, 2020).  

 

Different countries waged cybersecurity 

attacks against their rivals in order to destabilise 

them, undermine national security and fetch 

critical information. For instance, Operation 

Aurora started in 2006 by China. It was a 

malware assault on the major US organisations. 

It incorporated attacks on more than 140 firms 

across all domains between 2006 and 2014. 

Likewise, in 2010, a worm was made by the US 

and Israel in order to target the nuclear 

infrastructure of Iran through infiltrating 

infection in PLCs of the centrifuge machines of 

nuclear reactors, which made them 

dysfunctional (Goel, 2020). 

 

2. Literature Review 

2.1. Definitions 

2.1.1. Craft Trade 

Craft trade is the act of acquiring and 

communicating secret information. Digital craft 

trade strategies always employ the latest 

technological systems. The effective craft trade 

should have to be uncomplicated, safe, and 

secret (Miller, 2000). 

 

2.1.2. Cyber Threat Intelligence 
It is intricate cyber risk data which is 

gathered by assessing the current insights. It 

includes various malware categories employed 

in breaches or groups of risk actors incorporated. 

Such information is quite critical for 

comprehending and anticipating breaches and 

risk development (Brown, 2015). 

 

2.2. Major Cybersecurity-related Challenges 

The several major cybersecurity-related 

challenges which are evolved with the 

advancement in technology which are as: 

2.2.1. The Ever-varying Threats 

The ever-varying nature of possible threats 

is one of the major challenges. The latest cyber 

threats have evolved with the advancement in 

technology. Therefore, it is vital to enhance cyber 

capabilities for overcoming ever-changing cyber-

attacks (Ballamudi, 2022). 

 

2.2.2. Gigantic Volume of Data 

Organisations normally possess a gigantic 

volume of information regarding their clientele 

and potential clients. Therefore, there is a greater 

probability of ransomware attacks to fetch this 

vulnerable critical information stored on cloud 

servers. The firms need to have a fool proof cyber 

strategy to protect digital resources (Bodepudi, 

2021). 

 

2.2.3. Workforce Training 

The education of the workforce is quite 

significant in countering threats. They should be 

better equipped by means of training to avoid 

threats and take appropriate measures in case of 

any breach (Gutlapalli, 2019). 

 

2.2.4. Scarcity of Skilled Workforce 

Another serious challenge is the scarcity 

of skilled workforce at a time when humongous 

number of attacks are being carried out, impacting 

thousands of firms greatly. There is a high demand 

for skilled technical manpower who can mitigate 

the possibilities (Mandapuram, 2018). 

 

2.3. Sorts of Cyber Security  

2.3.1. Vital Infrastructure Cybersecurity 

The reliance of SCADA systems on 

outdated software makes the systems vulnerable to 

cyber threats. As per NIS regulations, the firms 

providing basic services in the UK should have 

adequate cybersecurity in place. 

 

2.3.2. Network Security 

It is about tackling susceptibilities which 

impact the operating systems, network systems, 

incorporating servers, hosts, and firewalls, etc. 

 

2.3.3. Cloud Security 
It is about safeguarding confidential data 

saved in the cloud, incorporating applications, and 

information. 

 

2.3.4. Internet of Things Security 

It is about making the smart gadgets secure which 

are connected to the internet. 
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2.3.5. Application Security 

It is about addressing susceptibilities 

which originate from insecure development 

processes related to programming and designing 

software and websites (Mandapuram, 2020). 

 

2.4. Requirement for a Consolidated 

Cybersecurity Intelligence 

Formerly, the organisations used to have 

standalone cybersecurity measures personalised as 

per possible threats. In the current business 

landscape, the teams coordinate in order to 

overcome intricate cyberattacks. It is because of 

the following factors: 

 

2.4.1. Sophisticated Threats 

Conventional cybersecurity strategy is not 

effective in detecting and overcoming the latest 

cyberthreats. Therefore, a detailed and 

comprehensive strategy is needed to overcome 

different modern threats, including advanced 

persistent threats. 

 

2.4.2. Intricated Environments 

The corporate network infrastructure is 

comprised on-premises as well as multiple cloud 

servers. Therefore, it is quite challenging to keep 

such intricate infrastructure secure (Thaduri, 

2016). 

 

2.4.3. Diverse Endpoints 

Information technology is not just 

confined to computers. The companies' digital 

resources are saved on various types of devices. 

In some organisations, the workforce works 

from home by staying connected with 

organisational networks. Therefore, it is needed 

to protect all these devices, which is a 

challenging job. 

 

Hence, organisations can handle these 

evolving threats effectively by a consolidated 

approach and streamlined network 

infrastructures (Fadziso, 2023). The increased 

magnitude and intricacy of cyber assaults are 

impacting the performance of organisations 

globally. Despite the fact that firms are 

increasingly investing in their cybersecurity to 

prevent cyber assaults, the elements impacting 

their cybersecurity deployment are scattered. 

Furthermore, the use of the latest technologies in 

cybersecurity has a high positive impact on the 

organisational performance (Hasani, 2023). 

2.5. Examples of Cyber Craft Trade 

WannaCry ransomware assault was 

carried out on the NHS in 2017. It impacted 

records of hospitals all over the country and 

demanded ransom in digital currency. Therefore, 

the NHS deployed threat intelligence which 

identified the threat and confined its scale 

massively. Similarly, the financial sector remained 

a main target of such cyber assaults. A renowned 

banking firm employed threat intelligence to 

identify and hamper the latest phishing attack. 

Pinpointed the involved group, analysed its 

strategies, identified and anticipated signs, and 

deployed measures. 

 

Different developed countries assist 

developing countries in enhancing their 

cybersecurity capabilities, such as Australia. 

Likewise, the US and Japan collaborate with each 

other to improve their cybersecurity capabilities 

(Kang, 2022). 

 

3. Methodology  

3.1. Research Design 

The current research paper's methodology 

is based on a systemic review of pertinent current 

literature for investigating the significance of craft 

trade in cybersecurity and digital forensics 

incorporating the way it is shaping the future of 

cyber threat intelligence, counterintelligence and 

espionage, merits of craft trade, and the way 

intelligence community employ the CTI to 

anticipate and prevent threats. 

 

3.2. Search Strategies 

The systematic review-driven 

methodology of this paper is based on Petticrew 

and Roberts (2006). The different key terms are 

used to search in various literature repositories. In 

order to enhance the extent of search in this paper, 

the references and in-text references are searched. 

In order to meet the objectives of this research 

journal, the main key term 'craft trade' regarding 

the cybersecurity of companies as well as 

countries was employed. The various literature 

repositories are searched, such as Research Gate, 

Scopus, Science Direct, Web of Science, and Grey 

Literature. The various other key terms are 

employed, including "craft trade", "cybersecurity 

craft trade", "network security", "cyber threat", 

"cyber threat detection", "cybersecurity threat 

intelligence", "consolidated threat intelligence" 

and "merits of cybersecurity craft trade". The 

titles, abstracts, as well as keywords of papers are 
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searched with the help of terms to search and find 

relevant literature. 

 

The focus remained on the publications 

which are relevant to craft trade in the 

cybersecurity domain. The above-mentioned key 

terms are employed in order to find the most 

relevant, latest and credible publications. These 

publications include research papers, conference 

proceedings, and reports, etc. Through inclusion 

criteria, abstracts of pertinent journals are analysed 

for adding peer-reviewed papers. These journals 

have to be pertinent to cybersecurity as well as 

cyber threat intelligence. 

 

Various publications are not included as 

per the exclusion criteria. All the research papers 

which are not relevant to the cybersecurity domain 

are not included. Likewise, the publications which 

are relevant to cybersecurity but not to craft trade 

or threat intelligence are disregarded. Furthermore, 

the papers which are not focused on cybersecurity 

and threat intelligence are disregarded. The terms 

'craft trade ' or 'cybersecurity', or 'threat 

intelligence' are mentioned in those digital 

resources 1-3 times. Initially, 56 publications are 

shortlisted. However, 16 of these were not added 

as they were not relevant to the variables, so the 40 

are selected for the subsequent stage. Then 

references, including in-text references and 

references lists of the articles, are analysed. By 

employing regression, the shortlisted publications 

are 3. Additionally, through forward reference 

snowballing of 40 articles, 10 more are considered. 

In total, 53 papers are considered for systemic 

review. These publications are re-analysed for 

making sure the relevance and quality of content. 

 

 
Figure 1: Flow of systematic review 

 

4. Findings 

4.1. Significance of Craft Trade 

There is a focus of governments and 

companies on securing digital assets by employing 

technology, however, the issue still persists. 

According to the information, the solution is not 

technology. The knowledge of cyber hackers gives 

them an edge. They have better information 

regarding the target than the target has about them. 

They can build the latest technological systems 

secretly and carry out assaults from an unknown 

location all over the world. Therefore, it is not 

possible for the network experts to gather, analyse 

and spread threat intelligence quickly or have 

relative information supremacy. Consequently, the 

cyber professionals need to comprehend the 

offensive cyber craft trade for forecasting and 

countering hackers (Wilcox, 2016). 

 

The focal point of intelligence is to 

prevent, react and recover. Furthermore, these 

actions are operational and strategic and foster 
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mutual trust between different stakeholders. The 

data dissemination is that a stakeholder had to 

disseminate data as per law to others. In contrast, 

intelligence sharing is the exchange of relevant 

insights while considering transparency and 

confidentiality. Coordination is the management of 

connections between dependent stakeholders, 

which requires the sharing of insights and 

technical expertise for aligning the objectives 

which these stakeholders are trying to achieve 

(Kianpour, 2020). 

 

All over the globe, countries and firms 

have teams for collecting information regarding 

threats for remaining vigilant and safeguarding 

from assaults. They share data as they require 

external data in addition to gathered internal 

information for having a detailed outlook of the 

risk landscape. The data is gathered from a number 

of sources, such as commercial, open-source 

sources and digital communities. The readily 

available information is not a high-level indicating 

factor of breach, like available malware hash 

numbers or command-and-control IP addresses, so 

countermeasures can be implemented through a 

system in an automated manner. Efficient 

intelligence management systems are required to 

streamline production, improvement and 

assessment of information. However, the major 

constraint in this regard is acquiring information 

from various intelligence sources, integrating and 

enhancing information for better and relevant 

intelligence (Brown, 2015). 

 

4.2. Employment of CTI by Intelligence 

Community to Anticipate and Prevent Threats 

There is a surge in advanced cyber 

assaults, which is a serious challenge to 

conventional cybersecurity, such as polymorphic 

malware, as well as Advanced Persistent Threats. 

These threats are making conventional measures 

less effective in identifying and countering assaults 

(Milajerdi, 2019). Therefore, network experts have 

to formulate an effective strategy to overcome 

these assaults. The concentration should be on the 

capabilities of hackers instead of just on one's own 

susceptibilities (Caltagirone, 2013). The 

adversaries have the advantage of obscuring their 

identities and capabilities (Liao, 2016). 

 

The vital data regarding hackers and an 

assault can be accessible with the progression of 

an assault. At this point, the Cyber Threat 

Intelligence is useful as it is a number of 

intelligence products for assisting the 

comprehension and prevention of current and 

possible future assaults (Qamar, 2017). These 

products are also termed as Indicators of 

Compromise. The low-level IOCs include 

exploration of filenames, hostnames, and IP 

addresses. The high-level IOCs include Tactics, 

Tools, and Procedures (Alsaheel, 2021). The CTI 

is successful if it is addressing the multiple 

requirements of the intelligence community, 

including appropriate information sharing as well 

as decreasing its overburden (Noor, 2019). It 

assists in reducing the possible inappropriate 

intelligence by sharing the appropriate data with 

appropriate persons at appropriate times (Marrin, 

2004), or sinking in gigantic volumes of irrelevant 

data (Weinbaum, 2018). 

 

CTI is improved by employing statistical 

and ML algorithms (Saeed, 2023; Salim, 2023; 

Souri, 2018). Natural Language Processing is 

employed in cyber attribution (Perry, 2019; Ren, 

2023) and extricating Indicators of Compromise in 

an automated manner out of unstructured content 

in risk intelligence documents (Husari, 2017). 

Deep learning is utilised in cyber attribution 

(Rosenberg, 2017) as well as threat detection 

(Deliu, 2017). Statistical machine learning 

techniques, including anomaly detection and 

Random Forests, are effectively employed in this 

domain (Landauer, 2019; Xiao, 2024). 

 

Experts are looking to apply LLMs in this 

field for learning patterns in information from 

various sources to predict, identify, attribute and 

categorise assaults with growingly high precision 

(Zhang, 2024; Marrin, 2017; Bang, 2016). 

However, the intelligence community has 

apprehensions regarding the quality of CTIs 

(Oosthoek, 2021). The CTI products are not 

transparent as proofs cannot be evaluated again, 

but the capacity to reassess proofs is a must for 

superior quality intelligence (Heuer, 1999). As per 

Oosthoek and Doerr (2021), data-empowered CTI 

does not allow validation of information sources 

and translations of proofs. According to experts, 

the reason is that IOCs are provided by 

commercial firms with no advantage to share their 

sources (Oosthoek, 2021). 

 

The optimum way of handling this lack of 

transparency issue of IOCs and substandard CTI is 

to include techniques from conventional craft trade 

into CTI by employing human intelligence experts 
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who can utilise CTI as an assistance in 

conventional hypothesis-based intelligence 

assessment. The AI-based computation is 

mandatory for greater amounts and speeds of 

inflowing information. The experts can employ the 

results of these computational tools as assistance 

(Mandiant, 2019). Moreover, Jadidi and Lu (2021) 

proposed a way in which experts are incorporated 

in assessing computationally built theories (Jadidi, 

2021). 

 

4.3. Merits and Demerits of Craft Trade in 

Cybersecurity 

Cyber intelligence craft trade assists in 

enhancing the competencies of companies carrying 

out cyber intelligence. It is being carried out by 

means of explaining the optimum practices and 

mock running of solutions to common threats 

(Ludwick, 2013). Digital craft trade is employed to 

fetch the information regarding the different 

possibilities of threat, patterns of previous cyber 

incidents and details of cyber intruders. This cyber 

intelligence allows organisations and countries in 

anticipating and detecting the threats in a timely 

manner in order to avoid unfavourable 

consequences. Furthermore, the role of cyber 

intelligence craft trade is to recover appropriately 

in case of any cyber incident, in addition to 

preventing cyber incidents and giving a response 

to these cyber incidents (Miller, 2000). 

 

The cyber intelligence craft trade shares 

the vital insights with countries to ensure their 

national security and allows to fosters strategic 

cooperation with allies (Cunliffe, 2023). By means 

of employing artificial intelligence in craft trades, 

the detailed data can be fetched in an automated 

manner, which allows for carrying out threat 

analysis, strategic analysis and reporting. The 

cyber experts have a pivotal role in analysing this 

information from different digital tools and 

drafting effective and appropriate cyber 

intelligence in time (Ettinger, 2019). 

 

Rid stated that the nature of active 

measures is covert. Therefore, this secret nature 

makes the craft trade less effective (Rid, 2020). 

Countering the latest and ever-changing nature of 

cyber intrusions is the biggest challenge. The new 

ways of breaches are becoming available with the 

advancement in technology and cybersecurity 

measures (Ballamudi, 2022). 

 

Nowadays, threat intelligence is an 

increasingly known phenomenon, in which firms 

or countries share insights, I-e indicators related to 

cyber risks, to a trusted community for risk 

assessment and attack response. Conversely, this 

exchange of insights increases numerous 

vulnerabilities to a firm which is concerned 

regarding its safety, confidentiality and 

competitiveness (Al-Ibrahim, 2017). 

 

4.4. Enhancing Effectiveness of Threat 

Intelligence 

The objective is not to exchange 

information; however, it is the way to accomplish 

the objective. It is also critical to explicitly state 

what sort of information is required to be 

exchanged, and what’s the purpose of sharing 

information and how it is shared. In order to make 

this information exchange successful, it is critical 

for enterprises to recognise that what sort of 

insights are required from other organisations and 

what the expectations are from this information 

exchange with different corporations' actions 

(Yokohama, 2018). It is also vital for firms to 

pursue their own cybersecurity projects and 

efficiently employ their own insights before 

initiating information sharing. The objectives of 

collecting information include being aware of the 

latest risks, making decisions and implementing 

these vital decisions.  

 

In order to make threat intelligence 

effective, every single component of information 

sharing is required to be improved. The shared 

information is categorised into multiple 

components, such as indicators, vulnerabilities, 

courses of action, incidents, threat actors, 

campaigns, TPP (tactics, techniques, and 

procedures), and analytical reports. Indicators 

must be comprised of data that allow quick 

identification, or what is relevant to the source of 

the assault. Susceptibilities are shortcomings 

spotted in particular software and data related to 

the threshold of risks which they exhibit. The 

course of action is an activity for risks and attacks. 

Particular IP addresses should be blocked 

effectively, application utilisation must be limited 

appropriately, and other relevant activities. 

Accurate and diverse data collection regarding 

attacks and adversaries who commit assaults 

(Nguyen, 2017). 

 

The TTP must be included with effective 

information related to activities of hackers, 
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particular assault strategies and technologies, and 

susceptibilities which cause assaults. Campaigns 

are required to be comprised of accurate data 

incorporating profiles of hackers, their objectives, 

and relevant attacks. Reports must be comprised of 

effective, quick and strategic decisions. Threat 

intelligence reports include existing assaults from 

security firms and public companies. Moreover, 

advisories and alerts and logs of efficacious and 

inefficacious initiatives and practices employed by 

members are also incorporated in shared 

information (Yokohama, 2018). 

 

5. CONCLUSION 

An effective cybersecurity strategy 

safeguards a company's and a country's 

infrastructure and important information from 

cyber threats which can impact the digital 

infrastructure gravely. Firms and countries utilise 

it to avoid different sorts of threats, including 

information breaches, phishing, and ransomware, 

etc. The different sorts of cybersecurity are vital 

infrastructure cybersecurity, network security, 

cloud security, internet of things (IOT) security 

and application security. The major cybersecurity-

related challenges are the ever-varying threats, the 

gigantic volume of data, workforce training, and 

the scarcity of skilled workforce. The consolidated 

cybersecurity intelligence is required due to 

sophisticated threats, intricate environments, and 

diverse endpoints. The increased magnitude and 

intricacy of cyber assaults is impacting the 

performance of organisations globally. There is a 

surge in advanced cyber assaults, which is a 

serious challenge to conventional cybersecurity, 

such as polymorphic malware, as well as 

Advanced Persistent Threats. These threats are 

making conventional measures less effective in 

identifying and countering assaults. Despite the 

fact that firms are increasingly investing in their 

cybersecurity to prevent cyber assaults, the 

elements impacting their cybersecurity deployment 

are scattered. 

 

The governments and companies have 

employed technology for securing their digital 

assets, but it is not quite effective in overcoming 

the latest and ever-evolving threats. The 

knowledge of cyber hackers gives them an edge as 

they build the latest technological systems secretly 

and carry out assaults from an unknown location 

all over the world. Therefore, it is not possible for 

the network experts to gather, analyse and spread 

threat intelligence quickly or have relative 

information supremacy. Therefore, the cyber 

professionals need to comprehend the offensive 

cyber craft trade for forecasting and countering 

hackers. Efficient intelligence management 

systems are required to streamline production, 

improvement and assessment of information. 

However, the major constraint in this regard is to 

acquire information from various intelligence 

sources, integrating and enhancing information for 

better and relevant intelligence. The CTI is 

successful if it is addressing the multiple 

requirements of the intelligence community, 

including appropriate information sharing as well 

as decreasing its overburden. It assists in reducing 

the possible inappropriate intelligence by sharing 

the appropriate data with appropriate persons at 

the appropriate time. 

 

CTI is improved by employing statistical 

and ML algorithms. Natural Language Processing 

is employed in cyber attribution and extricating 

Indicators of Compromise from unstructured 

content in risk intelligence documents. Deep 

learning is utilised in cyber attribution (Rosenberg, 

2017) as well as threat detection. Statistical 

machine learning techniques, including anomaly 

detection and Random Forests, are effectively 

employed. Experts are looking to employ LLMs 

for learning patterns in information from various 

sources to predict, identify, attribute and categorise 

assaults with growingly high precision. The 

optimum way of handling the lack of transparency 

issue of IOCs and substandard CTI is to include 

techniques from conventional craft trade into CTI 

by employing human intelligence experts who can 

utilise CTI as an assistance in conventional 

hypothesis-based intelligence assessment. Hence, 

the latest technologies with experienced network 

experts must be employed to counter the advanced 

and sophisticated cyber-attacks. 
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